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ABSTRACT

Digital audio provides a suitable cover for high-throughput steganography. At 16 bits per sample and sampled at arate of
44,100 Hz, digital audio has the bit-rate to support large messages. In addition, audio is often transient and unpredictable,
facilitating the hiding of messages. Using an approach similar to our universal image steganalysis, we show that hidden
messages alter the underlying statistics of audio signals. Our statistical model begins by building alinear basisthat captures
certain statistical properties of audio signals. A low-dimensional statistical feature vector is extracted from this basis
representation and used by a non-linear support vector machine for classification. We show the efficacy of this approach
on LSB embedding and Hide4PGP. While no explicit assumptions about the content of the audio are made, our technique
has been developed and tested on high-quality recorded speech.

1. INTRODUCTION

Over the past few years, increasingly sophisticated techniques for information hiding (steganography) have been rapidly
developing (see!2 for general reviews). These developments, along with high-resolution carriers, pose significant chal-
lenges to detecting the presence of hidden messages. Thereis, nevertheless, agrowing literature on steganalysis. #~/ While
much of this work has been focused on detecting steganography within digital images, digital audio is a cover medium ca-
pable of supporting high-throughput steganography; sampled at 44,100 Hz with 16 bits per sample, asingle channel of CD
quality audio has a bit-rate of 706 kilobits per second. In addition, audio is often transient and unpredictable, facilitating
the hiding of messages.&10

In previouswork, "1 we showed that a statistical model based on first- and higher-order wavelet statistics can discrim-
inate between images with and without hidden messages, regardless of the underlying embedding algorithm (i.e., universal
steganalysis). We have discovered, however, that this same statistical model is not appropriate for audio steganalysis. The
reason, we believe, is that the earlier model captures statistical regularities inherent to the spatial composition of images
that are simply not present in audio. As such, we have developed a new statistical model that seems to capture certain
statistical regularities of audio signals. Although in many ways different, this statistical model and subsequent analysis of
audio signals follows the same theme as our earlier image steganalysis work.

Our statistical model begins by decomposing an audio signal using basis functions that are localized in both time and
frequency (analogous to a wavelet decomposition). As before, we collect a number of statistics from this decomposition,
and use a non-linear support vector machinefor classification. This approachis tested on two types of steganography, least
significant bit (LSB) embedding and Hide4PGP.12 While no explicit assumptions about the content of the audio are made,
our technique has been developed and tested on high-quality recorded speech.

2. METHODS

We first describe the model used to capture statistical regularities of audio signals. This model, coupled with a non-linear
support vector machine, is then used to differentiate between clean and stego audio signals.

2.1. Statistical Mode€l

Audio signals are typically considered in three basic representations. time, frequency, and time/frequency. Shown in
Figure 1 isthe same audio signal depicted in these representations. The time-domain representation, Figure 1(a), is perhaps
the most familiar and natural. While it is clear that this representation reveals locations of high and low energy, it is
difficult to discern the specific frequency content of the signal. The frequency-domain representation, Figure 1(c), on
the other hand, reveal s the precise frequency content of the signal. The drawback of this representation is that any sense
of temporal variation is lost—the frequency analysis is over the entire signal. This drawback is particularly problematic
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Figure 1. Three representations of an audio signal: (a) time; (b) time/frequency; and (c) frequency: (@) the signal in the time-domain
is represented in terms of basis functions that are highly localized in time; (b) the signal in the time/frequency-domain is represented in
terms of basis functions that partially localized in both time and frequency; and (c) the signal in the frequency-domain is represented in
terms of basis functions that are highly localized in frequency. For purposes of visualization, the time/frequency representation in panel
(b) isgamma-corrected (y = 0.75).

for audio signals where the frequency properties of the signal can vary dramatically over time. The time/frequency-
domain representation, Figure 1(b), overcomes some of the disadvantages of a strictly time- or strictly frequency-domain
representation. In this representation, asignal is represented in terms of basis functions that are localized in both time and
frequency.13

211 STFT

The short-time Fourier transform (STFT) is perhaps the most common time/frequency decomposition for audio signals
(wavelets are another popular decomposition). Let f [n] be adiscrete signa of length F. Recall that the Fourier transform
of f[n]isgivenby:
F-1 _
Flo] = Y flnje?m/F, (1)
n=0
The STFT is computed by applying the Fourier transform to shorter time segments of the signal. The STFT of f[n] is
given by:
M-1 .
Fslo.t] = Y hin]fn+tje”zrenM, @)
n=0
where h[n] is a window function of length M (e.g., a Gaussian, Hanning, or sine window). The offset parameter t is
usually chosen to be less than M so that the original signal f [n] can be reconstructed from the STFT, F s[w, t]. Aswith
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Figure 2. System diagram. (8) Building the linear basis. The linear basis is built from clean audio signals g;[n], .. ., gk[n], each of
length L. Each signal is segmented into frames of length F and spectrograms are computed for each frame. A p-dimensional linear
basis is computed using PCA. (b) Computing the feature vector. An audio signal g [n] is segmented into frames and spectrograms are
computed for each frame. The spectrograms are projected onto the linear basis and the RM S errors between the spectrograms and their
projections form an error distribution. The feature vector for the audio signal, g [n], is the first four statistical moments of this error
distribution.

the Fourier transform, the STFT is complex valued. To facilitate interpretation, a dB spectrogram is often computed from
the magnitude of the STFT. The dB spectrogram is given by 201091 (| Fslw, t1]), where| - | denotes magnitude.

In constructing our statistical model, we divide the signals of length L into shorter segments of length F, where
each segment is referred to as a frame. Frame-based, or block-based, processing is a common technique in audio coding
for dealing with variable length signals. In addition, the statistics of audio signals within a frame are more likely to be
stationary when the frame size is small. The dB spectrogram for each frame is computed using the STFT as described in
Equation (2), where f [n] denotes asingle frame.

2.1.2. PCA

We expect the spectrograms of frames extracted from an audio signal to exhibit statistical regularitiesthat can subsequently
be used for steg detection. To capture these regularities, we construct a linear basis. The basis is constructed using
principal component analysis (PCA) on alarge collection of spectrograms of alarge number of frames, which themselves
are extracted from a large collection of audio signals. PCA is aform of dimensionality reduction; our spectrograms are
represented by vectorsin an F dimensional space, but are possibly well explained by a low-dimensional subspace. The
PCA decomposition finds the p-dimensional linear subspace that is optimal with respect to explaining the variance of the
underlying data. 14

Let§,fori =1,..., N, denote dB spectrograms, each stretched out into column vectors. Assume the spectrograms



are of length F.* The overall mean of these dB spectrogramsis given by:
1 N
o= g 2S ©)
A F x N zero-meaned data matrix is constructed as follows:
S = (34—4 —-p -+ SN—[) . (4)
The F x F (scaled) covariance matrix ' of this data matrix is given by:

Cc=ss". (5)

The principal componentsof the datamatrix are the eigenvectorsof the covariance matrix (i.e., Cé j = 1j&;), wherethe
eigenvalue A | is proportional to the variance of the original data along the principal axis € j. The inherent dimensionality
of each spectrogram §; is reduced from F to p by reconstructing S; in terms of the largest p eigenvalue-eigenvectors:

§=) (& 5. (6)

where ‘- denotes inner product. The resulting spectrogram §; is a representation of §j in the p-dimensional subspace
span{éy, . .., €p}.

The statistical regularitiesin an audio signal are embodied by quantifying how well the audio signal can be modeled
using the linear subspace. The audio signal isfirst partitioned into multiple frames. The dB spectrogram of each frameis
computed and reconstructed in terms of the p-dimensional linear subspace. The root mean square (RMS) error between
each frame’s spectrogram and its subspace representation is computed by:

1 . .
ﬁ HS =5 H . (7)
The RMS errors for all the frames of an audio signa yield an error distribution which can be characterized by the first
four statistical moments. mean, variance, skewness, and kurtosis. These four statistics form the feature vector used for
differentiating between clean and stego audio.

Shown in Figure 2 is a compl ete system diagram. Shown in panel (@) isthe construction of the linear basis using PCA,
and in pand (b) is the extraction of the statistical feature vector.

2.2. Classification

Having collected the statistical feature vectors from both clean and stego audio signals, a classifier is required that can
differentiate between these two classes of signals. As with our earlier work on detecting steganography in digital im-
ages,” anon-linear support vector machine (SVM) %16 js employed. We find that non-linear classifiers offer significant
improvementsin detection accuracy over linear techniques.

We briefly describe linear and non-linear SVMs. Let X; denote the feature vector, and let y; denote its class label
(e.g. yi = +1if Xi correspondsto aclean audio signal, and yj = —1if X; correspondsto a stego audio signal). In alinear
SVM, we seek alinear decision function f (-) determined by a unit vector w and an offset b as:

f(X) = sgn(w-X—bh), (8)

*Using awindow function that allows 50% overlap, the number of valuesin adB spectrogram of areal-valued signal can be the same
astheframesize.

TIf Fis larger than N, the Gram matrix, Cg = ST S should be considered to reduce computational complexity. The non-zero
eigenvalues of the Gram matrix are the same as those of the covariance matrix C from Equation (5). An eigenvector € of the covariance
matrix C can be computed from the eigenvectors & of the Gram matrix Cg as& = Sgy.
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Figure 3. Linear SVM. (@) For linearly separable data, SVM classification seeks the surface (dashed line) that maximizes the classifica-
tion margin y. (b) For linearly non-separable data, slack variables & are introduced to allow for violations from linear separation.

where f (X) outputs +1 for positive-labeled data points and —1 for negative-labeled data points. The decision function
f () is estimated by maximizing the classification margin y subject to the following constraints:

i—b>y ifyi=+1,
i—b<-y ifyy=-1, (9)
=1.
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These constraints force all the data to be outside the margin region and force w to be a unit vector. Shown in Figure 3(a) is
an example where the classes of datato be separated are depicted asfilled and empty circles. The classification marginy is
the distance that the classification surface can translate while still separating the two classes of data. The SVM optimization
problem is to maximize y subject to the constraints in Equation (9). This optimization problem can be transformed into a
constrained convex quadratic programming problem and solved using efficient iterative algorithms. 1°

In the case where the dataiis not linearly separable, the optimization problem is adjusted to tolerate some classification
errors, as shown in Figure 3(b). Specifically, slack variables&; are introduced for each data point X; to indicateits violation
from alinear separation. The constraints of Equation (9) are changed accordingly to:

Xi—bzy-& ifyi=+1,
X

The overall classification error is measured by the sum of the slack variables. To reflect the compromise between minimiz-
ing the classification error and maximizing the classification margin, the objective function is changed from maximizing y
to maximizing the following expression:

N
y —C) &, (11)
i=1

where C > 0isapenalty on the classification errors.

As shown in Figure 4, alinear SYM can also be performed in a non-linearly mapped space to achieve a non-linear
separation of the data.l® First, the data points are mapped by a non-linear function ¢ (-) into a new space H. Then, a
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Figure 4. Non-linear SVM classification. The origina data points in RY are mapped into H by a non-linear mapping function ¢ (-).
Non-linear SVM classification seeks alinear classification surface in H.

linear SVM agorithmis run in H to find the linear decision function from Equation (8). A linear decision function in H
corresponds to a non-linear classification surface in the original space. For computational efficiency, akernel function that
is equivalent to computing inner products of two mapped data pointsin 7 is used in the optimization algorithm.

3. RESULTS

We test our steganalysis technique on audio signal's embedded with two types of steganography: LSB and Hide4PGP. The
LSB embedding procedure, described below, is a variation of traditional LSB embedding to alow for high-throughput
steganography. HidedPGP is freely available steganography software that can embed large messages in WAV and BMP
files.2

Our audio data comes from a database of recorded speech collected from books on CD. The database contains record-
ings from 18 distinct speakers, 9 male and 9 female, and there is approximately two hours of speech per speaker. All of
the audio datais CD quality: 16 bits per sample and sampled at a rate of 44,100 samples per second. The recordings were
spot-checked to verify that no recording contained audible noise.

For the cover signals, 1800 ten second audio signals were randomly extracted from the database, 100 signals from each
speaker. The LSB-embedded stego signals were created from the cover signals by embedding random messages of sizes 1
through 8 bits. These sizesrefer to the number of bits per sample that were possibly modified. Eight-bit messages represent
one extremum—the hidden messages are clearly perceptible and the SNR between the cover and message is, on average,
30 dB. Every hit lost in message size yields a6 dB gain in SNR; the SNR for 1-bit messages is, on average, 72 dB. For
many of our audio signals, 4-bit messages are imperceptible over the noise naturally present in the signals. In total, there
are 14,400 L SB-embedded stego signals, 1800 signals for each message size of 1 through 8 hits.

The HidedPGP stego signals are created from the cover signals by embedding messages at four different capacities:
25%, 50%, 75%, and 100%. Setting the capacity to 100% causes HidedPGP to embed at 4 bits per sample. Therefore, the
chosen capacities correspond to embedding at 1, 2, 3, and 4 bits per sample, respectively. There are 1800 Hide4PGP stego
signals for each of the four capacities for atotal of 7200 Hide4PGP stego signals.

Shown in Figure 5 are the effects of LSB steganography on a 500 ms portion of the spectrogram from Figure 1. Shown
in panel (@), from top to bottom, is the spectrogram, sg, for the clean signal, and the spectrograms for 3-, 5-, and 7-bit
messages, denoted as s3, S5, and 7, respectively. The effects of steganography are most noticeable in the quiet region
near 400 ms. Shown in Figure 5(b) are the absolute values of the differences between the spectrograms of the signals with
steganography and the spectrogram of the clean signal.
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Figure 5. Shown are the effects of LSB steganography on the time/frequency representation of the audio signal from Figure 1. (a) Four
spectrograms with varying amounts of steganography. From top to bottom: the clean audio signal and the audio signal with 3-, 5-, and
7-bit messages. For purposes of visualization, these spectrograms have been gamma-corrected (y = 0.75). (b) The absolute value of
the differences between spectrograms with and without a hidden message. For purposes of visualization, the intensity scale used for the
spectrograms in panel (b) is different from the intensity scale used for the spectrograms in panel (a).

Asdescribed in Section 2, our steganalysis technique uses a linear basis built from the cover signals. From each cover
file, thirty random frames of length F = 2048 samples are selected and dB spectrograms are computed using the STFT.
The window function for the STFT isasine window of length M = 128 samples and the windows are overlapped by 50%.
In total, the input to the PCA is 54,000 spectrograms. The first p = 68 principal components, which explain 90% of the
variance, are chosen as the linear basis.

Shown in Figure 6 are the top 36 of 68 basis spectrograms. The horizontal dimension of each spectrogram corresponds
to time, and the vertical dimension corresponds to frequency. The spectrograms are ordered from left-to-right and top-to-
bottom. Thefirst nine spectrograms (top row) explain energy that isrelatively constant over time, but varying in frequency.
And, other spectrograms (for example, the spectrogram in the lower-right corner), explain energy that is varying over time
but relatively constant across frequency.

Using the linear basis, feature vectors from cover and stego signals are computed, Section 2.1. Each signal is divided
into 215 non-overlapping frames and 215 RM S errors are computed, Figure 2. The mean, variance, skewness, and kurtosis
of the distribution of the RMS errors form the feature vector for each audio signal, and the feature vectors for the cover
and stego signals are used to train and test a non-linear SVM. The SVM is trained on 80% of the data and tested on
the remaining 20%. The feature vectors from 1- and 2-bit stego signals are excluded from the training set because these
feature vectors did not differ significantly from the feature vectors of the cover signals and they interfered with the overall
classification accuracy of larger messages. The SVM istested, however, on all message sizes.

The training and testing process was repeated 10 times, with the average classification results shown in Table 1. For
the LSB embedding, message sizes of 4-bits and higher are detected with reasonable accuracy with a false-positive rate
of 1.4%. For the Hide4PGP embedding, messages at the maximum capacity are detected with reasonable accuracy with a
dlightly higher false-positive rate of 1.9%.



Cover LSB Cover Hide4PGP
0 1 2 3 4 5 6 7 8 0 25% 50% 75% 100%
training 1.3 - — 306 815 997 999 100.0 100.0 1.3 - - 29.2 823
testing 14 |23 7.0 298 808 99.7 1000 100.0 100.0 1.9 27 74 308 831

Table 1. Percent of signals classified as containing hidden messages for LSB (1 to 8 bits) and Hide4PGP (25% to 100% capacity)
embeddings. The Hide4PGP capacities of 25%, 50%, 75%, and 100% correspond to L SB embeddings of 1, 2, 3, and 4 bits, respectively.
The detection accuracies are averaged over 10 random training/testing splits, and the false-positive rate (cover signals classified as stego
signals) was controlled in the training stage to be less than 1.5%.

I-EE-

= Ma=
NIRRT [
HiE==NF
eEe===R

s SHEIREE pe

Figure 6. The first 36 components of the linear basis shown as spectrograms. For each spectrogram, the horizontal dimension corre-
sponds to time, from 0 to 46 ms, and the vertical dimension corresponds to frequency, from 0 to 22 kHz. The spectrograms are ordered
from left-to-right, top-to-bottom, and are individually auto-scaled in intensity.

4. DISCUSSION

We have described a universal steganalysis algorithm that exploits the inherent statistical regularities of recorded speech.
The statistical model consists of the errorsin representing audio spectrogramsusing alinear basis. Thisbasisis constructed
from a principal component analysis (PCA) of arelatively largetraining set of high-quality recorded speech. A non-linear
support vector machine (SVM) is then employed for detecting hidden messages. While no explicit assumptions are made
regarding the specific content of the audio, our technique has been devel oped and tested on high-quality recorded speech.
We do not expect this technique to immediately generalize to, for example, recorded music. The reason is that the inherent
statistics of music are likely to be quite different from speech, and the wide variability in quality is likely to add further
complications. We do expect, neverthel ess, that some version of this general approach will be applicable to detecting high-
throughput steganography in audio. It is unlikely, however, that this approach will be effective in detecting low bit-rate
embeddings.
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